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Affording 
Information Security

lyn BOxAll

One of the hot issues in play today is cybersecurity, especially the 
rising threats and costs.

Although the two terms are used interchangeably, cybersecurity 
is actually a subset of information security. The former has taken 
on focus and interest because of high profile attacks. However, 
information security – which is about the protection of information 
and information systems, including those in the cyber realm – is 
still an important and vulnerable target.

According to PwC’s Global State of Information Security Survey 
2016, information security threats have intensified over the last year 
with 38 per cent more security incidents in 2015 than the previous 
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year. The survey also shows that average information security budgets 
have gone up 24 per cent in response. 

The increased cost raises concerns about the continuing affordability 
of information security, especially for smaller companies. And despite 
the increased incidence of breaches, many companies remain hesitant 
about the expenditure. This can be a grave mistake.

ThE AfTERMATh Of A BREACh

The experience is that the financial cost of a data breach can be huge. 
According to the Ponemon Institute’s Global Cost of Data Breach 
2016 study, the average total cost of a breach is US$4 million, 
up 29 per cent since 2013. In fact, companies lose US$158 per 
compromised record, with breaches in regulated industries such as 
banking, costing more.

Beyond the immediate financial impact, there can be 
reputational damage, loss of customers, lower stock prices, and 
regulatory sanctions. 

The regulatory implications of data breaches should not be 
underestimated. In April 2016, the Personal Data Protection 
Commission (PDPC) of Singapore fined K Box and its IT vendor 
S$50,000 and S$10,000, respectively, after the personal data of 
317,000 of the karaoke chain’s clients were compromised.

REgulATORS STEP In

Indeed, there is a growing trend across the world of regulators taking 
a more active role in setting data security standards, and holding 
businesses to a greater level of scrutiny for data breaches.

In the last quarter of 2015, the Monetary Authority of Singapore 
(MAS) issued circulars on cybersecurity to the financial institutions 
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it supervises. These covered technical and internal control processes 
that should be implemented, as well as cybersecurity training for 
directors and senior management.

While MAS provides financial institutions with a high watermark 
for managing cyber risks, the Personal Data Protection Act (PDPA) 
sets the baseline requirements for all organisations in Singapore. 
Specifically, the PDPA which came into force in 2014, requires 
every organisation to take reasonable security arrangements to 
protect personal data.

In 2017, the Singapore government will table a Cybersecurity 
Bill in Parliament to keep pace with the evolving cybersecurity 
landscape. The Bill will empower the Cyber Security Agency to keep 
oversight of cyber incidents and raise the standards of cybersecurity 
providers in Singapore. 

A BuSInESS ISSuE

Beyond these technology and regulatory considerations, it cannot 
be stressed enough that cybersecurity is a business issue. An attack 
can cause real and untold damage to the business. 

That being so, the board must ensure that management satisfactorily 
addresses cyber threats. These are fundamental strategic issues as 
they pose severe financial and reputation risks.

IMPROVIng AffORDABIlITy

However, the cost of information security is an important 
consideration. Here, boards can help management properly and 
sensibly improve the affordability of information security.
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The first is to require management to implement a well thought-
out information security policy to protect confidential information 
in both electronic and hard-copy form. 

For example, in the K Box case, the PDPC identified several 
basic technical issues such as weak passwords, unencrypted email, 
and lack of security systems testing. These should be part of any 
basic information security policy.

Studies also show that more than half of data breaches are directly 
attributable to careless or disgruntled staff. Staff carelessness includes 
not following or having proper information security policies. 
Disgruntled staff can cause data breaches when safeguards are not 
in place to protect against actions aimed at damaging the company. 
Only about 20 per cent of data breaches are attributable to pure 
cybersecurity attacks, i.e., those that do not involve staff, whether 
complicit or unwitting.

Most crucially, instead of merely creating an awareness of security 
and controls, companies need to create a security culture based on 
actively changing behaviour. This can be achieved through inculcating 
a belief that all staff are responsible for information security, not 
just those in the IT department. This should be accompanied by 
auditing compliance and ensuring policy enforcement. Another 
layer of defence is cyber-insurance, which is evolving as rapidly as 
technology. First-party insurance is now available for data destruction, 
denial of service attacks, theft and extortion. Other areas of coverage 
include crisis management, forensic investigations, data restoration, 
and business interruption. ■




